ABSTRACT Recently, color image encryption has attracted extensive research interests. However, challenging issues, such as linearity, complex-valued output, and information disclosure, remain. To address these issues, we propose an asymmetric color image cryptosystem by using detour cylindrical-diffraction and phase reservation and truncation (PRT). In this cryptosystem, a complex combination of two color components of a color image is encrypted through a detour cylindrical-diffraction process with double random phase masks, which are located on the input and intermediate surfaces. The diffraction distribution of complex amplitude is separated into phase and amplitude parts using PRT. The phase parts are saved as asymmetric keys, while the two amplitude parts are combined with another color component and saved as ciphertext, respectively. The asymmetric detour cylindrical-diffraction destroys the linearity of the proposed cryptosystem and solves the issue of information disclosure. Meanwhile, the PRT ensures that the cryptosystem is asymmetric and has amplitude-only output, which further destroys the linearity. Therefore, the three issues in color image encryption are resolved. Numerical simulation results validate the effectiveness and flexibility of the proposed cryptosystem.
I. INTRODUCTION
Mass data of color images are generated and transmitted every day in different applications in science, technology, medicine, and education, while they also are imposed serious threats of adversary attacks, which motivates a lot of researches in color image encryption. These researches can be classified into two categories: the techniques based on the spatial domain [1] - [3] and the transformed domain [4] - [9] which mainly scramble or encrypt image pixels or blocks and the transform coefficients or blocks, respectively. Since most of the reported encryption techniques based on transformed domains can be implemented by optical setups, they have merit of high speed in encryption. However, there are still several issues to be addressed. Firstly, the inherent linearity of the overall system leads to the lack in security strength. In addition, the complex-valued output from most of the encryption techniques based on transformed domain is inconvenient for storage, transmission and display. Further, the phase information of the output need be recorded to reconstruct the original image by holography, which puts forward high requirements for optical devices.
To overcome this linearity issue, encryption methods based on phase-truncation in Fourier transforms domain [10] , Fresnel domain [11] , and gyrator transform domain [12] were proposed to destroy linearity of the conventional double random phase encoding (DRPE) scheme. However, asymmetric cryptosystems based on phase-truncation in Fourier transform domain were vulnerable to special attacks [13] , [14] . Therefore, asymmetric cryptosystems based on phase retrieval algorithms [15] , [16] were proposed to resist special attacks. To address the linearity issue, some nonlinear operations were also used such as, natural logarithm operation [18] , pixel scrambling operations [20] , log-polar transform [19] and vector operation [17] . To solve the issue of complex-valued output in transformed domain, several image encryption methods based on real transform domains were proposed such as: Hartley transform [21] , [22] , multiple-order discrete fractional cosine transform [23] , [24] , reality-preserving multiple-parameter fractional Fourier transform [25] , and reality-preserving fractional Mellin transform [26] . Recently, information disclosure issue was found in the scheme of phase-truncation in transform domain, and its security enhancements were proposed [27] , [28] . In [27] , they just encrypt double images not for color image. In [28] , the three issues have been solved, though their four-cascadediffraction scheme results to high complexity and cost of the cryptosystem. Therefore, although many efforts were enrolled, none of them solved these issues of linearity system, complex-valued output, and information disclosure simultaneously for color image encryption in an efficient approach.
To address these three issues, we propose an asymmetric color image cryptosystem based on detour cylindricaldiffraction random-phase encoding (DCRE) and phase reservation & truncation (PRT) in this paper. In the majority of existing optical image encryption schemes based on DRPE at present, they are suffering from the linearity system since their propagations are between two or more planers. We have proposed an optical image encryption based on DCRE [29] which is free of special attack of phase retrieval because of breaking the linearity system by the asymmetric cylindrical diffraction. Based on the merit of the proposed DCRE, we also proposed a security improved method of compressive sensing and then DCRE scheme [30] . In DCRE scheme, the input is abstracted as a cylinder object, while the intermediate and output surfaces are concentric cylinders. And the plaintext can be encrypted through an asymmetric detour cylindrical-diffraction with double random phase masks located on the input and intermediate surfaces. In this paper, PRT is applied on the intermediate and output surfaces, and it results in two asymmetric phase keys for decryption and an amplitude ciphertext. The using of PRT in the combination helps us to solve the issues of linearity system, symmetric keys, and complex-valued output. For color image encryption, R and B components are combined into complex amplitude as plaintext, and G component is combined with the amplitude which is the result of first phase truncation. The using of detour cylindrical-diffraction also can solve the issue of information disclosure. Thus, we achieve our original goal. Numerical simulation results validate the effectiveness and flexibility of the proposed cryptosystem.
II. PROPOSED SCHEME A. DCRE SCHEME Since the DCRE is based on DRPE, we simply descript the principle of the DRPE which is well-known in optical image encryption field. DRPE is performed on 4f optical system to encrypt the plaintext into stationary white noise by placing two random phase masks at the input and Fourier Transform planes, respectively. The two random phase masks consist of the secret key of DRPE.
The DCRE scheme, as shown in Fig. 1 , is mainly based on DRPE and replaces the planer diffraction by cylindrical diffraction. According to the theory of cylindrical diffraction in [31] and [32] , the object and the observation surfaces are concentric cylindrical surfaces, and R and r denote the radii of the outer and inner surfaces, respectively. Figs. 1(a) and 1(b) show the two, inside-out and outside-in, propagation models when the objects are placed on the inside and outside surfaces, respectively.
In outside-in propagation (OIP) model, the object and observation points are represented by P R (θ R , z R ) and Q r (θ r , z r ) in cylindrical coordinate, respectively. While in inside-out propagation (IOP) model, the object and observation points are represented by P r (θ r , z r ) and Q R (θ R , z R ) in cylindrical coordinate, respectively. If the height of the cylindrical surface is denoted by H , z r and z R are in range of -H /2 to H /2. And θ r and θ R are in range of -π to π. If u r (θ r , z r ) and u R (θ R , z R ) denote the distributions on the inner and outer surfaces, respectively, they can be calculated according to the Rayleigh-Sommerfeld integral equation by
where d represents the distance between two points of P and Q on the object and observation surfaces, respectively, s denotes the object surface, k and C denote the wavenumber of the incident light and a constant, respectively, and i is imaginary unit. DRPE is an imaginable approach to apply the cylindrical diffraction theory to encrypt an image. However, twice direct cylindrical diffraction will causes sampling issue of too big difference of sampling pitches, and it is impracticable. Therefore, an algorithm of DCRE was proposed to solve this issue, as shown in Fig. 1(c) [29] . Here, the random phase masks (RPM 1 and RPM 2 ) are cylindrical surfaces, which have radii of R 1 , and r, respectively. The input object is bonded to RPM 1 in the input or source surface with radius of R 1 . The wave-front of input object, u R1 (θ R1 , z R1 ), is modulated by the RPM 1 , and the modulated result propagates to the intermediate surface, on which the distributions is u r (θ r , z r ). After reflection and modulation by the RPM 2 , the resulted wavefront continuously propagates to the destination or output surface, on which the distribution is u R2 (θ R2 , z R2 ).
B. ASYMMETRIC CRYPTOSYSTEM
The flow chart of the asymmetric encryption and decryption based on DCRE and PRT operation for color image can be depicted in Fig. 2 .
In the encryption, the color image is firstly decomposed to three components of I r , I g , and I b . And then the red and blue components are combined into a complex distribution as U rb = I r + i × I b . Secondly, U rb is located at the cylindrical surface with radius of R 1 as input of detour cylindricaldiffraction and is modulated by the first RPM 1 . After propagation a distance of d 1 in OIP model, the wave front reaches the intermediate surface and passes through a PRT operation. It can be descripted as
The phase part of PK 1 is as one of the decryption keys. The amplitude part of I rb is combined with I g into another complex distribution as U rgb = I rb +i×I g , and it is modulated by the second RPM 2 . After propagating a distance of d 2 in IOP model, the wave front reaches the destination surface and passes through another PRT operation. The amplitude part of C rgb is the final ciphertext, and the phase part of PK 2 is as another decryption key. It can be descripted as
In the above equations, (θ R1 , z R1 ), (θ r , z r ), and (θ R2 , z R2 ) are the coordination of the object, intermediate, and destination surfaces, respectively. The COIP d1 and CIOP d2 are the cylindrical diffractions in OIP and IOP models under parameter conditions of (R 1 , r, H , λ) and (r, R 2 , H , λ), which can be calculated by (2) and (1), respectively. The operator of PRT[•] means separately taking phase and amplitude parts of input.
The RPM 1 and RPM 2 represent random phase masks and can be generated by
where the rand 1 and rand 2 follow pseudo random distribution in a range of 0 to 1, which can be generated by the 3D chaos algorithm [33] . Note that, the random phase masks can be generated by other chaos algorithms. Here, the 3D chaos algorithm is described by
where a, b, and c are control parameters. When a = 35, b = 3, and c ∈ [20, 28.4] , the system is chaotic. The initial values (x 0 , y 0 , and z 0 ) and the control parameters (a, b, and c) are acted as the secret keys. The decryption is the inverse of encryption but simpler than the encryption. U 2 and U 0 are modulated by two conjugate 
Different from the encryption keys of RPM 1 and RPM 2 , the decryption keys are PK 1 and PK 2 , and they are depended on the input image. Therefore, the cryptosystem can resist known-plaintext attack and chosen-plaintext attack in theoretically. Moreover, the first inverse propagation of IOP is OIP model in optical setup. And the second inverse propagation of OIP is IOP model in optical setup. Therefore, the proposed cryptosystem is asymmetric, and is expected to have higher security than the conventional DRPE has, which is based on propagation between several parallel planes.
III. SIMULATION RESULTS AND SECURITY ANALYSIS
We have carried out numerical experiments to verify the proposed cryptosystem. Let the parameters of r, R 1 , R 2 , H be 10, 100, 160, 64 mm, respectively. The wavelength is 96 um in the simulation. Then, the resolutions in the vertical and azimuthal directions are at least 447 and 1455, respectively, according to the sampling method in [34] . Since 1455/512 is nearly 3, we employee a part of the cylindrical surface in the azimuthal direction with angle of 2π /3, ex.
[-π /3, π/3], to denote the plaintext image. Therefore, we design the sampling number of plaintext image to be 512 × 512 pixels. Table 1 . As shown in Fig. 3 , the encrypted images show good noise-like property, and the decrypted images show good VOLUME 6, 2018 reconstructed quality. And they are also verified by their CC values in Table 1 . As shown in Fig. 4 , the phase keys are not related to their original images and also show good noise-like property. Their CC values of PK 1 are 3.78 × 10 −5 , 7.88×10 −4 , and 6.48×10 −4 for Lena, Baboon, and Airplane, respectively.
The decrypted results of the proposed method with wrong keys are shown in Figs. 5(a)-(l) , respectively. These results show that decrypted images contain nothing about the plaintexts with wrong keys except PK 1 . The exception result of wrong key PK 1 means that only PK 1 is not an independent key in our proposed cryptosystem. Therefore, these results verify the effectiveness of our proposed scheme.
B. STATISTICAL ANALYSIS
We consider the statistical analysis of the plaintext image and the ciphertext image, firstly. Figs. 6(a)-(c) show the histograms of the three color components of Lena, Baboon, and Airplane, respectively. Figs. 6(d)-(f) show the histograms of their corresponding ciphertext images, respectively. Although the statistical characters in histograms of the three plaintext images are distinctly different, those of their corresponding ciphertexts are almost identical.
It is well known that correlation of two adjacent pixels in a natural image is highly correlated. However, the high correlation should be significantly reduced in the ciphertext. One thousand pixel pairs from the R, G, and B components of the plaintext image (in the vertical, horizontal show correlations of adjacent pixels before and after encryption in the horizontal, vertical, and diagonal directions, respectively. In Figs. 7(a)-(c) , the dots in R, G, and B color denote the correlations of R, G, and B components, respectively. Obviously, the correlations of adjacent pixels of the ciphertext are significantly reduced compared with those of original three color components in all the three directions.
The above results and analysis show that no valuable information can be obtained from the statistical analysis of the histograms and correlations. 
C. ROBUSTNESS: NOISE AND OCCLUSION ATTACK
We also test the robustness of the cryptosystem against occlusion and noise attacks since the ciphertext may be polluted or partially lost. Figs. 8(a)-(b) show the occluded ciphertext with 64 × 64 pixels content loss and the corresponding decrypted images, respectively. Figs. 8(c)-(f) show the decrypted images corresponding to contaminated ciphertext which are polluted by Gaussian noise densities of 0.002, 0.005, 0.01, and 0.02, respectively. From Fig.8 , the decrypted images reveal most information of the primary image. Hence the cryptosystem is robust against occlusion and noise attacks.
D. KEY SPACE AND SENSITIVITY
For our cryptosystem, in the case of a small derivations, the CC values decrease quickly, as shown in Table 2 , and 
E. POTENTIAL ATTACK ANALYSIS
Firstly, we consider the issue of information disclosure. In a cryptosystem based on phase-reservation & truncation, the plaintext images are hidden in ciphertext and phase mask keys. Here, we define fragmentary decryption by lacking any one of the ciphertext or phase mask keys in the decryption process. While full-failed decryption means no information of the plaintext image is revealed from the decrypted image. For an excellent cryptosystem, fragmentary decryption should lead to full-failed decryption. However, if some information of the plaintext image is revealed using fragmentary decryption, this issue is information disclosure. We have carried out fragmentary decryption to test whether the proposed method can overcome the issue of information disclosure. As a comparison, fragmentary decryption of an existing color image cryptosystem in [11] is also made to show the issue of information disclosure.
In [11] , the R, G and B components of a color image are encrypted independently. In each component, the ciphertext is represented by O(ξ , η) and the phase keys are represented by P C (u, v), P O (ξ , η), which is noted by O, P C , and P O , respectively, for the sake of brevity. If only P C , P C plus O, and P C plus P O at the red components are used in the fragmentary decryption, the retrieved images are shown FIGURE 9. Retrieved images with disclosure of (a) P C , (b) O and P C , (c) P C and P O at red component; Retrieved images with disclosure of (a) P C , (b) P C and O, (c) P C and P O at three (R, G, and B) components.
FIGURE 10.
Retrieved images with disclosure of (a) PK 1 , (b) PK 1 and PK 2 using Lena; (c) Original color image of Letters; Retrieved images with disclosure of (d) PK 1 , (e) PK 1 and C rgb , (f) PK 1 and PK 2 using Letters.
in Figs. 9(a)-(c) , respectively. If only P C , P C plus O, and P C plus P O at the three (R, G, and B) components are employed in the fragmentary decryption, the retrieved images are shown in Figs. 9(d)-(f) , respectively. Figs. 9(a)-9(f) show that some information of the plaintext image is still revealed in case of fragmentary decryption, which clearly show the issue of information disclosure in [11] .
In our proposed scheme, the phase keys (PK 1 and PK 2 ) for the color image are hidden in a detour diffracting system with the ciphertext of C rgb . If only PK 1 , PK 1 plus C rgb , and PK 1 plus PK 2 for Lena are used in the fragmentary decryption, the retrieved images are shown in Figs. 10(a) , 5(b), and 10(b), respectively. If only PK 1 , PK 1 plus C rgb , and PK 1 plus PK 2 for Letter, as shown in Fig. 10(c) , are used in the fragmentary decryption, the retrieved images are shown in Figs. 10(d)-(f) , respectively. These results indicate that information of the plaintext image is not disclosed at all, which is different from the images do in Fig. 9 . Therefore, the proposed cryptosystem has completely eliminated the risk of information disclosure.
As it has been proved in our previous research [30] , the proposed cryptosystem should be highly sensitive to plaintext if the six keys of chaos algorithm could be decided by the checksum of the plaintext, which ensures the cryptosystem can resist plaintext attack, i.e., differential attack. As an asymmetric cryptosystem, the proposed cryptosystem is nonlinear and safety to ciphertext-only attack and plaintext attack. Since the DCRE scheme can resist phase-retrieval attack [29] , the proposed cryptosystem based on DCRE can also resist phase-retrieval attack.
IV. CONCLUSIONS
We have proposed an asymmetric cryptosystem for color image based on the detour cylindrical-diffraction and the PRT. In this proposed cryptosystem, a complex combination of two color components of a color plaintext image can be encrypted through a detour cylindrical-diffraction with double random phase masks which are located on the input and intermediate surfaces. The diffraction distribution of complex amplitude is separated into phase and amplitude parts using PRT. The two phase parts are saved as two asymmetric keys, while the two amplitude parts are combined with another color component and saved as ciphertext, respectively. The asymmetric detour cylindrical-diffraction destroys the linearity of the proposed cryptosystem, which ensures the proposed cryptosystem can resist phase-retrieval attack [29] and the risk of information disclosure. The PRT ensure the cryptosystem is asymmetric and has amplitude-only output, which further destroys the linearity of the proposed cryptosystem. Therefore, the proposed color image cryptosystem has resolved the issues of linearity, complex-valued output, and information disclosure simultaneously. Numerical simulation results have validated the effectiveness and flexibility of the proposed cryptosystem. VOLUME 6, 2018 
